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1. Introduction to SOC 2 Compliance

SOC 2 (Service Organization Control 2) is an auditing procedure that ensures service
providers securely manage data to protect the interests and privacy of their clients. For data
centers, SOC 2 Type Il compliance is often a prerequisite for serving enterprise customers.

Fiber optic infrastructure plays a critical role in SOC 2 Availability Trust Services Criteria.
Independent certification of your fiber infrastructure demonstrates to auditors that you have
implemented proper controls for network availability and redundancy.

What is SOC 2?

* SOC 2 Type I: Tests controls at a specific point in time
* SOC 2 Type IlI: Tests controls over a period (typically 12 months)
* Required by most enterprise customers before engagement

* Audited by independent CPA firms



2. Why Fiber Certification Matters for SOC 2

Fiber optic infrastructure certification is essential for demonstrating compliance with AICPA
Availability Trust Services Criteria. Without proper documentation, data centers face
significant risks:

Financial Impact

* Audit failures: $50,000-$200,000 in remediation costs
* Delayed enterprise sales: Loss of $500K+ revenue opportunities
* Emergency re-testing: 2-4 week project delays

» Customer churn: Loss of existing contracts requiring compliance

Operational Impact

« CPA auditors require independent third-party verification
« Installation contractors cannot self-certify their own work
» Missing documentation cannot be recreated after installation

 Incomplete records fail audit evidence requirements



3. AICPA Availability Trust Services Criteria

The AICPA Trust Services Criteria for Availability require organizations to demonstrate that
systems are available for operation and use as committed or agreed. For data centers, this
includes proving fiber infrastructure redundancy and resilience.

Key Availability Requirements

Fiber Infrastructure Control

CC9.1 - System Monitoring Continuous fiber path monitoring and verification
Al.2 - Capacity Management = Documented fiber capacity and utilization

Al.3 - System Resilience Proven A/B path redundancy with physical separation



4. Required Documentation for SOC 2 Audits

CPA auditors require comprehensive documentation to verify that fiber infrastructure controls
are operating effectively. Missing or incomplete documentation is the #1 cause of audit
exceptions.

Essential Documentation Checklist

[1 OTDR Test Results

» Native OTDR files (.sor format) from calibrated equipment
» PDF reports with insertion loss, reflectance, and splice data
« Equipment calibration certificates dated within 12 months

« Test performed by independent third-party (not installer)
[0 A/B Path Verification

« Physical pathway maps showing primary and secondary routes
* Photo documentation of separation points and demarcations
 Shared-risk analysis identifying common failure points

« Failover testing results demonstrating automatic switchover
[0 As-Built Documentation

» Updated fiber route maps reflecting actual installation
« Labeled cable identification per TIA-606-C standards
« Splice enclosure locations and access procedures

* Digital archive accessible to CPA auditors



5. Common SOC 2 Audit Failures

Based on our experience supporting data centers through SOC 2 audits, these are the most
common fiber infrastructure audit exceptions:

Installer self-certification Lack of independence Use third-party certifier
Missing OTDR native files Cannot verify authenticity Require .sor format files
Uncalibrated test equipment Results not defensible Demand calibration certificates
Theoretical A/B paths only Redundancy unproven Physical pathway verification
Documentation after-the-fact ~ Auditability concerns Real-time documentation
Incomplete as-builts Maintenance risk Post-construction survey

Important Note: Audit failures discovered during a SOC 2 Type Il audit cannot be remediated
retroactively. The 12-month observation period means missing documentation from 6 months
ago cannot be recreated today.



6. Best Practices for SOC 2-Ready Fiber
Infrastructure

Pre-Construction Planning

» Engage third-party certifier during design phase
» Specify SOC 2 documentation requirements in contracts
* Budget for independent verification (not installer testing)

» Schedule certification before facility commissioning

During Construction

» Request installer cooperation with third-party testing
« Verify A/B path physical separation during installation
» Photograph critical separation points and demarcations

* Update as-built drawings in real-time

Post-Construction

» Obtain complete OTDR test results in native format
« Archive all calibration certificates and test reports
« Create digital evidence package for auditor access

« Establish annual re-testing schedule for Type Il compliance

Ongoing Maintenance

« Quarterly verification testing for active facilities
« Document all fiber infrastructure changes immediately
* Maintain change management records for audit trail

» Update documentation before annual SOC 2 renewal



7. Working with Fiber Uptime Services

Fiber Uptime Services specializes in providing audit-defensible fiber optic certification for data
centers requiring SOC 2 compliance. Our independent verification model eliminates conflict of
interest and satisfies CPA independence requirements.

Our Service Packages

Service Description Timeline

SOC 2 Commissioning Complete turnover package for new 2-3 weeks

build
A/B Path Verification Independent redundancy validation 1-2 weeks
Pre-Audit Readiness Documentation gap analysis 1 week
Uptime Retainers Continuous compliance support Ongoing

Typical Engagement Process

1. Initial consultation to review project scope and timeline

2. Fixed-price quote delivered within 48 hours

3. On-site testing and verification by certified technicians

4. Comprehensive documentation package delivered digitally

5. CPA Q&A,; support during audit period

Contact Information

Phone: (780) 287-8305
Email: contact@fiberuptime.ca
Location: Unit 117, 15 Circle Dr, St. Albert, AB T8N 3Y7

Service Area: All Alberta regions



Ready to Get Started?
Share your fiber schedules, drawings, and SOC 2 audit timeline with us. We'll recommend the

fastest path to an audit-defensible turnover package and provide a fixed-price quote within 48

hours.





